
THE HIGH COST OF

BYOD

User Error: High

Mobile Maturity: Low

3

In 2012, Android malware
INCREASED 400%

to more than 200K samples

Hacker Interest: High

make up 51% off all new Android malware

Malware making 
the jump from 
desktop to mobile

Backdoors SMS Trojans Spyware

5 new samples found in the wild in 2012! →
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1.2 BILLION
SMARTPHONES

will enter the market 
over the next 5 years

That’s 40% of
all handset shipments

That’ll rise to 90%
by 2014

75% OF
COMPANIES

allow employees to use
personal devices at work

89% of the workforce
use their devices for 
work day and night

90%
of Android

users 
haven’t
updated
their OS

46%
of users

allow
others to 

borrow their 
devices

48%
have logged 

onto an 
unsecured

wireless 
network

37%
of users
haven’t 

activated 
their auto-

lock feature

55%
have sent 

work emails 
to their 

personal 
phones

7000
users left 
devices 
at seven 

airports over 
12 months

M

Mobile Security: Low

10+90 44+12+44 92+8
90% of vulnerabilities 
common in desktops were 

also present in mobile tests 
for both Android & iOS

87.5% of mobile 
applications tested had one 

or more flaws, including 
transmitting sensitive data

92% - 100% 
      (Android)	              (iOS)

percentage of free apps that 
sent data unencrypted

Fewer than 1/3 of enterprises test their 
mobile applications before launch



0+0+0+0+0+0+0+0+0+5858%
of enterprises lack 
employee mobile 

monitoring

of companies 
completely 
forbid access 
to corporate 
data

26%
41%

have a 
formal 

BYOD 
policy

have no official 
policy but have 
a permissive 
environment

of companies 
with a BYOD 

policy in place 
experienced 

a mobile data 
breach

33%

39%
of enterprises don't have 

the budget to implement and 
enforce BYOD security policies

51%
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